
International Revenue Share Fraud 

PRISM – An Introduction 



International revenue share fraud – A threat you 

cannot afford to ignore. 

Total Estimated Fraud Losses = $US38.1 Billion 

Down 17.8% on 2013 Survey figures 

IRSF Estimated Fraud 

losses 2013 Survey 
 

 

$US1.8 Billion 
 

IRSF Estimated Fraud 

losses 2015 Survey 
 

 

$US10.7 Billion 
 

Up by 497% from 2013 

CFCA GLOBAL FRAUD LOSS SURVEY 2015 



FRAUDSTERS 

 

Mobile (SIM, IMSI, IMEI) 

PABX (IP) 

VOIP Phone (IP) 

Landline (PSTN) 

Make application for IRS Numbers – Often destination with good payouts. 

 

Drive traffic to IRS Numbers to maximise revenue. 

Receive Payment - Success 

Access to Network 

Relationship with IPRN partners or search for Number Resellers to 

obtain ‘Test Numbers’ to test the connection and device. 
Test Numbers 

Obtain SIMs and Devices Fraudulently 

(e.g. Subscription Fraud, PBX Hack, Stolen Handsets/SIMs). 

Obtain IRSF Numbers 

Generate Traffic 

Receive Payment 
IPR Number reseller, IRS number owner, content 

providers and fraudster have benefited from this fraud. 

Typical modus operandi of fraudsters 

before an IRSF attack. 



PRISM – a cloud based pioneering database to 

tackle IRSF fraud. 

 
 

No technology overheads. A simple and secure cloud database. 

Subscriber set up in few seconds. 

 
 

Over 412,000 Test Numbers in PRISM (as at 06/02/2017). 160+ 

number resellers assessed. Numbers updated every 2 weeks. 

 
 

Simple to use. No training required. Subscription comes with complete 

support and expert advice. 

 
 

The lowest cost IRSF Detection/Prevention tool available. ROI of 

several folds by stopping just one IRSF attacks. 



1 Use the ‘PRISM Test Numbers’ or ‘PRISM Wildcard Test Numbers’ as B-NO 

hotlist in your FMS. 

2 Monitor all calls (A-NO) to this B-NO hotlist and destinations. Identify devices 

used (SIMs, IMEIs, PSTN, PBX etc.) by the callers. 

3 Alert all calls originating from the same number (A-NO) or devices used for 

making calls the B-NO hotlist (e.g. SIMs, IMEIs, PBX etc.) 

4 If a call alerts against a PRISM number, then it is because that number has 

been advertised by an IPRN Reseller. This 1 minute call becomes important 

5 Search for other SIMs and devices that may also be under the control of these 

fraudsters and implement your approved procedures for IRSF incidents. 

How can PRISM help fight against IRSF attacks? 



6 
In most IRSF incidents, fraudsters will first call an IPR Test Number to confirm 

that the destination country and number range can be reached from their calling 

location and from the device they are using to originate the calls 

7 In many cases, these test calls occur 10 to 45 minutes before IRSF call pumping 

commences (or longer), to allow fraudster to establish final arrangements 

8 
Look at recent IRSF call records, and in most cases you will see <1 to 2 minute 

calls to the IRSF destinations before the IRSF calls escalate. (This may not occur 

if Fraudster has an existing relationship with IPRN reseller) 

9 A hotlist alert from a PRISM number called will initiate an investigation and 

identify a pending IRSF attack, or provide confirmation that one has started 

10 PRISM does not contain all IPR Test Numbers, but our customers advise that it 

will provide early warning in between 75 and 85% of IRSF attacks 

How can PRISM help fight against IRSF attacks? 



PRISM – An Introduction Introduction to PRISM Database 



Every 2 weeks we search 160 of these websites to create the PRISM database.  



     Login Screen 
 

• Database is hosted on a 

Rackspace cloud server. 

• Secure https access by subscribers 

to server via SSL Certificate.  

• Database has an XLS upload and 

download feature. 

• Browser access supports Chrome 

(Version 28+), Safari (Version 5+), 

Firefox 3.6 and IE 8+ 

• No technology overheads. A simple 

and secure cloud database. 

Subscriber set up in a few minutes. 

• Simple to use. No training required. 

Subscription comes with complete 

support. 

• Recently developed an API to allow 

the automated downloading of 

PRISM numbers to customers FMS 



PRISM Database Fields • Over 160 IPRN Websites 

monitored. 

• Numbers updated every 2 

weeks.  

• Numbers have increased 

from 17,000 3 years ago to 

over 412,000 now. 

• Numbers originate from 221 

Countries. 

• The 412,000 unique numbers 

have been advertised over 

725,000 times over multiple 

websites. 

• Also provide the PRISM 

‘Wildcard’ database. 

• Last 2 digits removed and 

replaced with Wildcards with 

over 7 million numbers in DB. 

• Significant resource 

requirement to source, 

download and cleanse 

numbers. 



Test Numbers - Value as an IRSF identifier 
CASE STUDY – EUROPEAN MOBILE OPERATOR (1) 

• Jan 2015, Fraudsters obtained 24 SIM cards and took these to a neighbouring country. 

• 8th Jan, Fraudsters made 14 test calls. 4 were to PRISM IPR Test Numbers. 

• 9th Jan, Fraudsters made 37 test calls. 25 were to PRISM Test Numbers. Last test call on 9 Jan at 2027 hrs 

• 9th Jan, 2028 hrs through to 11 Jan 1638hrs. Made 8422 long duration IRSF calls 

• 11 Jan, made 36 test calls between 1653 and 1753 hrs. All numbers in PRISM 

• From that time through to 1638 hrs on 12 Jan, made another 3080 long duration IRSF calls 

• Total IRSF call volumes 386,000 minutes with retail value of €520,000 

• 65 of the calls were to IPR Test numbers in PRISM – all would have generated alerts if hot-listed 

• The first PRISM alarm would have occurred 26 hours before AIT started, with 31 alarms possible before AIT 

commenced 

• Had PRISM been in place at victim Operators premises, losses could have been less than €200.00 

• Operator who was victim of this fraud is now a PRISM customer. 



Test Numbers - Value as an IRSF identifier 
CASE STUDY – EUROPEAN MOBILE OPERATOR (2) 

• Ongoing issue in another European Country where Fraudsters are using Social Media to make friends in 

operators home country and convince them to send local SIM cards to Fraudsters. 

• Fraudsters then using these SIM cards to make IRSF calls. 

• Roaming records (NRTRDE) arriving 3-4 hours after traffic inflation starts, so losses high. 

• Victim operator checked call records from previous few incidents and found obvious test numbers being 

called, most 30-40 minutes before AIT started. 

• They were provided with access to PRISM and all test calls appearing in IRSF call records were in PRISM 

Database. 

• Checking further they found that because these test calls were 30-40 minutes earlier than the  AIT traffic, 

Operator would have been notified in an earlier NRTRDE record had they been using PRISM. 

• This would have considerably reduced their fraud losses.  

• Operator victim is now using PRISM. 



Business Case Considerations 

• PRISM is quite different to the GSMA Hot Number Range list. 

• GSMA numbers are those previously used for fraud and are typically blocked. 

• PRISM numbers are Test Numbers advertised by IPRN Resellers to test that a number and 

destination can be called from a fraudsters location and device. 

• Used as a Called Number Hotlist, these can provide an early warning prior to traffic inflation 

starting in an IRSF attack. 

• An alert generated from a PRISM Test Number will allow an IRSF attack to be closed down 

immediately with a return of the investment made in the PRISM subscription being recovered 

following the first IRSF attack detected. 

• The Wildcard database has proven to be an effective tool to identify Wangiri Fraud attacks. 

• Alerting against inward and outward calls to Wildcard numbers allows for identified Wangiri 

Fraud numbers to be blocked. This provides significant protection to customers.  

• Low risk. Access to PRISM by annual subscription. If it provides little value (unlikely) simply do 

not renew the subscription next year without penalty. 



Important issues you should be aware of 

• The 3rd and 4th columns in PRISM are headed ‘First Advertised Date’ and Latest Update Date’.  If the 

Latest Update Date against any number is the current month, this signifies that the number is currently 

being advertised by an IPRN Reseller.  There are normally between 90,000 and 120,000 of these, so as 

they are current, they are considered the highest risk of being used during the month. The date difference 

between column First Advertised Date and Latest Update Date indicates how long that test number has 

been advertised. To reduce the number of false positive alerts from PRISM, it is recommended that once 

the numbers are downloaded, they are sorted by the Latest Update Date column, and all numbers 

showing the current month in that column are entered in to a 'single called number hotlist' and classified 

as high risk. These are the test numbers most likely to be used during the current month. 

• The remaining numbers should be entered in to a second hotlist with a more flexible rule, such as 3 or 

more calls originating in a 15 minute period. Although not advertised in the current month, these numbers 

are likely to be ‘recycled’ or even moved from the test number pool to the number allocation pool.  

• If a number is in PRISM, then it is there because it has been advertised by an IPRN Reseller, either on 

their website or their rate card, as an International Revenue Share test number. PRISM does not contain 

numbers that have been used for IRSF (unless a test number has previously been used). Some of these 

numbers previously used for fraud can be obtained from the GSMA by downloading their 'Hot Number 

Range List'.  



Final Words 

• Those who are using PRISM now rely on this as a key tool in their IRSF defence strategy. 

• Unfortunately most of the existing PRISM customers started using the product after one or 

more significant IRSF hits. All would agree that they should have done this earlier. 

• We are now adding between 15,000 and 25,000 new numbers to PRISM every month and the 

number of IPRN Resellers continues to increase. 

• The CFCA survey results speak for themselves – Overall fraud is dropping by 17.8% but IRSF 

is up by 497% over the past 2 years. The number of IPRN’s advertised each month has 

increased by 83% between Jan 2016 and Jan 2017 

• The industry has failed to find a way to manage this fraud over many years, and there is 

nothing happening currently that is likely to change that. 

• The majority of fraud enablers are being used for IRSF or related frauds. 

• A standard Rules based FMS will provide some protection, but PRISM can increase that 

detection rate by 70-80%. 



  

One low subscription fee – quick set up – real savings. 

Source: CFCA Global Fraud Loss Survey 2011 .  

“IRSF is one of the top 

Emerging Threats” 

“IRSF is one of the now the top 

Emerging  Industry Threats” 

Source: CSP’s who have suffered significant 

IRSF attacks in 2015. 

How did that 

happen?    

http://www.gettyimages.com/photos/scratching-head


colin@yatesfraudconsulting.com  

pshankar@frslabs.com 

Thank You 


